
Appendix A

Receipts and Banking Audit Review 2016/17

Introduction

As part of the 2016/17 assurance risk and audit plan, a review has been undertaken of the control activities, policies and 
procedures currently in place regarding receipts and banking at Allerdale Borough Council (ABC). The aim of this review is to 
provide management with assurance that the system is robust and operating as intended and provide recommendations for 
improvement to add value and improve the achievement of objectives. 

The objective and scope for all financial systems was defined in the audit brief issued to all relevant staff on 4th August 2016.

Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Bank 
reconciliation 
– general 
income

Income recorded in 
Civica Icon and Total 
GL agree to bank 
statement. Return to 
drawer cheques

Objectives; Data 
integrity; Efficient and 
effective process; 
Safeguard assets; 
Compliance; Counter 
fraud. 

Substantial Observation of the reconciliation process 
demonstrated good controls in place to ensure 
that all records agree. Return to drawer cheques 
not tested as part of this review. Assurance for 
returned BACS payments was provided in the 
Housing Benefits Payments audit review 2016/17.

General 
ledger 
suspense 
management

Income transactions 
with incorrect 
reference are 
identified and 
allocated promptly.

Objectives; Data 
integrity; Efficient and 
effective process; 
Compliance.

Substantial Testing confirmed a large number of transactions 
allocated to the suspense account on a monthly 
basis resulting in manual processing. However 
experienced and competent staff manage the 
process very well resulting in payments being 
allocated promptly. Systems are to be upgraded 
and streamlined even further to increase controls 
to allocate known payments automatically.  There 
are currently 700 conditions in place to allocate 



automated transactions, which demonstrates 
ongoing improvements to minimise suspense 
transactions.

Income 
recording

Income is posted 
accurately to Civica 
Icon, Total GL and 
subsidiary systems 
immediately on 
receipt. All payment 
methods - manual and 
automated.

Objectives; Data 
integrity; Efficient and 
effective process; 
Compliance; Counter 
fraud; ICT workflow.

Substantial Sample transactions with a variety of payment 
methods and funds were selected from throughout 
the year. Income correctly and promptly posted in 
financial and departmental systems as required.
The observation with Customer Services identified 
duplication and time delays in processing postal 
cheques with a high risk of error. The process is 
continually interrupted by customer enquiries. 
Data entry of all postal cheque payments is 
carried out in between serving customers by any 
team member and can involve more than one 
team member processing these during the day, 
which can require transactions to be abandoned 
part way through. This is inherently inefficient due 
to the repetitive element of the process and 
presents an increased risk of error, but there 
appears to be a resource issue during peak 
holiday times. 
End of day balancing is conducted securely whilst 
continuing to serve customers.

Bank 
reconciliation - 
disbursements

Expenditure recorded 
in Total GL agrees to 
bank statement. Direct 
debits. Lost / 
unpresented cheques.

Objectives; Data 
integrity; Efficient and 
effective process; 
Safeguard assets; 
Compliance; Counter 
fraud.

Substantial Sample reconciliation confirmed disbursement 
reconciliation. There is a monthly certification form 
in use in the shared area which provides a single 
point of reference to the Financial Services 
Manager that reconciliations are taking place. 
Upon review some completed reconciliations for 
December had not been entered onto the 
certification form. When used as intended the 
certification form is considered to be a useful 



assurance source, giving an overview of timely 
reconciliations. 

BACS 
processing

Electronic payment 
whenever possible, 
verified to payment 
system output. Prompt 
reversal of ailed BACS 
payments.

Efficient and effective 
process; Safeguard 
assets; Counter 
fraud. 

Comprehensive Testing confirmed prompt and accurate posting of 
electronic payments and allocation of the payment 
to the customer account in the relevant 
departmental system.

Areas for improvement and recommendations

 
Number Recommendation Associated risks Priority Responsibility, due 

date and response
1 Postal cheque recording should include details 

of the cheques needed to trace any issues in 
the future taking in to account data protection 
legislation. A competent officer should log the 
cheque details and process all cheques at the 
earliest opportunity to avoid passing cheques 
between officers and offices.

Efficient/effective processes 
and use of resources; data 
integrity; Counter fraud; 
Unnecessary duplication

Medium There will be a full 
review of cheque 
processing which will 
address this action by 
31st May 2017. 
Customer Operations 
Manager

2 Any envelopes being handed in at reception 
should be opened and processed as soon as 
practicably possible in line with post opening 
procedures to ensure they do not contain 
payments that are needed urgently. They 
should not be treated in the same way as 
housing benefit valuables by being stored in a 
box overnight. 

Efficient/efficient processes; 
data integrity; 

Medium There will be a full 
review of the post 
handling process 
which will address 
this action by 31st 
May 2017.   
Customer Operations 
Manager.



Risk Management Audit Review 2016/17

Introduction

As part of the 2016/17 assurance risk and audit plan, a review has been undertaken of the control activities, policies and 
procedures currently in place regarding risk management at Allerdale Borough Council (ABC). The aim of this review is to provide 
management with assurance that the system is robust and operating as intended and provide recommendations for improvement to 
add value and improve the achievement of objectives. 

The objective and scope for all financial systems was defined in the audit brief issued to all relevant staff on 15th January 2017.

Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Corporate 
risks

There are robust 
arrangements for the 
identification, 
evaluation and 
monitoring of risks and 
opportunities for 
achieving strategic 
objectives

Data integrity; 
Effective/efficient 
processes; Effective 
risk management; 
Accountability; Value 
for money

Comprehensive The Corporate Risks and Issues log is accessed 
via Share-point. Testing confirmed that the review 
of the risk log has been an agenda item on the 
Senior Management Team meeting every month. 
Managers are encouraged to take ownership of 
and review their risks regularly adding any new 
risks as they arise. Responsibilities are assigned 
and mitigating actions regularly updated. Risks 
are linked to Council Plan Objectives.

Project and 
Programme 
risks

There are robust 
arrangements for the 
identification, 
evaluation and 
monitoring of risks and 
opportunities for 
achieving project 

Effective/efficient 
processes; Effective 
risk management; 
Transparency and 
accountability; Value 
for money

Substantial Testing and discussions with key staff 
demonstrated that further work is needed 
throughout the business to ensure that risks are 
owned and adequately mitigated against at the 
earliest stages of project management. The 
Programme Office has experienced several staff 
changes and there are several projects managed 



objectives outside the Programme Office, which cannot be 
adequately measured or monitored other than 
within the particular department. High value 
projects are robustly discussed at Executive, SMT 
with a thorough examination of progress and risk 
planning, however Scrutiny receives the 
Corporate Risks and Issues Log as part of the 
quarterly performance reporting. This is by 
exception with a risk score of over 9. . Corporate 
Scrutiny receives six monthly updates on the work 
of the Programme Office as part of its work 
programme. The Committee considers risks as 
part of their questioning/review. With the 
impending removal of individual service plans 
there is some risk of lower level projects slipping 
under the radar. Testing confirmed that business 
priorities can mean that a project has not followed 
any framework before it starts.

Operational 
risks

There are robust 
arrangements for the 
identification, 
evaluation and 
monitoring of risks to 
and opportunities for 
achieving operational 
objectives.

Effective risk 
management; 
Efficient use of 
resources; Data 
integrity; Financial 
viability; 
Sustainability

Substantial Testing demonstrated a robust framework in place 
for all tiers of management to effectively risk 
manage all aspects of the business. However, 
there is more work to do to ensure that risk is at 
the heart of every business decision and the 
Assurance Risk and Audit Manager is assisting 
Heads of Service to be proactive in identifying 
risks and establishing a strategy to mitigate risks 
and working with the Senior Policy and 
Performance Officer to produce a central 
Operational Risk log for 17/18. 



Area for improvement
 
Number Recommendation Associated risks Priority Responsibility, due 

date and response
1 Further work needs to be done to streamline the 

project management process to include the 
completion of updated templates, project guidance 
and training to all managers to ensure that all 
projects follow the same format with the assistance 
of ARA to ensure appropriate risk management is 
incorporated into the process at all stages. Having 
a central point which contains all project 
documents will allow appropriate performance 
reporting and provide a central project risk register. 

Effective risk management; 
Efficient use of resources; 
Transparency and 
Consistency of application; 
Data integrity; Counter fraud

Medium Work is ongoing and 
a framework is in 
place on the Cloud. 
The PO are also 
using Microsoft 
Planner for project 
documentation and 
milestone 
management.

Value for Money Audit Review 2016/17

Introduction

As part of the 2016/17 Assurance Risk and Audit Plan, a compliance based review has been undertaken based on the Local 
Authority Value for Money risk assessment criteria set out by the National Audit Office. The aim of this review is to provide 
management with assurance that the Council is acting in the public’s interest in key areas of the business and to provide 
recommendations for improvement to enhance and develop the current systems. This review will be used to support the Allerdale 
Borough Council Annual Governance Statement (AGS) 2016/17.

Assurance Risk and Audit would like to thank all staff involved during the course of the review for their help and assistance.

The objective and scope for the Value for Money review was defined in the audit brief issued to all relevant staff on 8th November 
2016.



Testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Efficient 
processes & 
Informed decision 
making

Projects demonstrate 
clear agreed outputs 
and demonstrate 
value for money. The 
Council acts in the 
public interest 
applying the 
principles and values 
of sound governance 
and managing risks 
effectively.

Efficient/effective 
procedures/Counter 
fraud/Value for 
money/Risk 
management

Substantial Testing confirmed regular risk and financial 
reporting mechanisms in place within the 
management tiers of reporting. Service 
Plans are in place for each department and 
the risk register is discussed at Senior 
Management team meetings each month 
but updates are needed and ownership for 
some mitigations need to be confirmed. 
Each Head of Service portfolio holder 
accountable to CLT for their budget 
responsibilities attends Star Chamber 
meetings and the quarterly budget reports 
are discussed at Executive to ensure that 
there is sufficient oversight of financial 
risks. The AGS 2015/16 was commended 
by External Audit. There is some work to 
be done to build on efficiencies whilst 
maintaining good service provision and still 
meeting customer needs. Value for Money 
discussions should be incorporated in to all 
business decisions.

Sustainable 
resource 
development

Planning finances 
effectively to support 
the sustainable 
delivery of strategic 
priorities and maintain 
statutory functions. 
Managing and 

Efficient/effective 
procedures/Counter 
fraud/Value for 
money/Accountability

Substantial Discussions with key members of staff and 
the results from our online survey 
confirmed varying levels of understanding 
relating to the management of their own 
budgets and a need for further training. 
Testing confirmed sound financial planning 
controls are in place. Quarterly outturn is 



utilising assets 
effectively to support 
the delivery of 
strategic priorities.

communicated via finance workshops for 
third tier managers and regular financial 
and sustainability updates are provided at 
briefings for staff. Testing confirmed the 
effective management of assets in 
accordance with the Asset Management 
Strategy. However testing showed staff to 
be familiar with Council Plan objectives and 
their respective strategies but less familiar 
with their own department Service Plan 
objectives. Service planning will change in 
2017/18 which will result in one overall 
Operational Delivery Plan.

Working with 
partners and other 
third parties

Working with third 
parties, procuring 
supplies and 
commissioning 
services effectively to 
support the delivery 
of strategic priorities. 

Effective/efficient 
processes/Counter 
fraud/data 
integrity/Value for 
money

Substantial Testing confirmed that the commissioning 
and procurement of supplies and services 
has improved significantly to ensure value 
for money and to ensure that those 
managing these services are aware of the 
value for money concept not being about 
monetary value only.  A working group has 
reviewed and updated the financial 
regulations, and there is a planned roll out 
to include training to make officers who 
work with partners aware of their 
responsibilities. A structured system is 
being rolled out to ensure transparency, 
accountability and value for money. Testing     
as part of the Contract Monitoring Audit 
review 16/17 in addition to testing 
conducted as part of this audit, 
demonstrated that work needs to be done 
to improve the information within the 



Contract register and also to ensure that 
there is ownership and a willingness to 
challenge and review relationships with 
suppliers and partners to ensure ongoing 
value for money.  A new grants process 
has been approved which will also improve 
accountability and effective use of 
resources for the benefit of our residents.

Areas for improvement and recommendations

Ongoing area for improvement
Number Area for improvement Associated risks Priority Responsibility, due date 

and response
1 Finance and budget tailored training for 

all staff within each service. Back to 
basics training to enable a better 
understanding of finance systems and 
their use. 

Value for money; Reputation 
and relationships with 
partners; Counter fraud; 
Efficient/effective procedures; 
Contract litigation

Medium This work has already started 
and is well underway. Will be 
completed by end Sept 17.



Guide to the audit assurance opinions
Comprehensive There is a sound system of controls designed to meet objectives, manage risks and controls are consistently 

applied in all the areas reviewed.

Substantial There is a good system of controls and risks are managed. However, there are opportunities for improvement in 
the design or consistency of application that will assist in the achievement of objectives identified as being at 
risk in the areas reviewed.

Limited Key controls exist to help achieve objectives and manage principle risks. However, there are opportunities for 
improvement in the overall control environment which would enhance the design and application of controls, 
thereby assisting the achievement of objectives identified as being at risk in the areas reviewed.

Minimal The absence of basic key controls or the inconsistent application of key controls is so severe that the audit area 
is open to abuse or error. Risks to objectives are not being managed.

Agreed action levels
High There is a control vulnerability that could result in failure to achieve corporate objectives, reputational damage, lead to 

material loss, exposure to serious fraud or failure to meet legal or statutory requirements. This includes material non-
compliance with the Constitution, Financial Regulations or Council policies and procedures. Managers should address 
high priority recommendations urgently to rectify the situation.

Medium The system or procedure lacks adequate control that could result in failure to achieve operational objectives, non-
material loss, or non-compliance with departmental operational or financial procedures. This would also include minor 
non-compliance with Financial Regulations. Although not fundamental to system integrity these risks should be 
addressed promptly as the next priority.

Low To implement this would be good practice to improve or enhance the system and the achievement of objectives. 
Several low risks in combination may give rise to concern.  

In line with the Public Sector Internal Auditing Standards, Assurance, Risk and Audit will monitor all current and future agreed 
actions. Actions will be recorded in the Covalent performance management system or its successor system including all progress 
updates whether made by assigned officers directly or by Assurance, Risk and Audit on their behalf. Managers with system access 
have the opportunity to monitor these actions. Implementation dates are agreed before the Final report is issued; amendments to 



these dates must be agreed with Assurance, Risk and Audit prior to updating Covalent. The record of the agreed actions updates 
within Covalent will be used to provide information required by the Senior Management Team and Audit Committee.


